PROPOSED AMENDMENTS
TITLE V — MINIMUM INTERNAL CONTROL STANDARDS

Sec. 542.1 What does this regulation cover?

This regulation establishes the minimum internal control standards for Class III gaming
operations within the Navajo Nation.

Sec. 542.3 How does a gaming facility comply with this part?

(a)

(b)

(c)
(d)

Compliance based upon tier.

(1) Tier A gaming facility must comply with §§542.1 through 542.18, and §§542.40
through 542.43.

(2) Tier B gaming facility must comply with §§542.1 through 542.18, and §§542.40
through 542.43.

3) Tier C gaming facility must comply with §§542.1 through 542.18, and §§542.40
through 542.43.

Determination of tier.

(1) The determination of tier level shall be made based upon the annual gross gaming
revenues indicated within the gaming facility's audited financial statements. A gaming
facility moving from one tier to another shall have nine (9) months from the date of the
independent certified public accountant's audit report to achieve compliance with the
requirements of the new tier.

(2) The NGRO may extend the deadline by an additional six (6) months if written
notice is provided to the Commission no later than two weeks before the expiration of the
nine (9) month period.

Reserved.

Gaming operations.

Each gaming operation shall develop and implement an internal control system that, at a
minimum, complies with the tribal internal control standards.

(1) Existing gaming operations. All gaming operations that are operating on or before the
effective date of these regulations shall comply with this Title within six (6) months of
the effective date of this Title, or future amendments to this Title.



(e)
®

(2) New gaming operations. All gaming operations that commence operations after the
effective date of these regulations shall comply with these regulations before
commencement of operations.

Reserved.
CPA testing

(1) An independent certified public accountant (CPA) shall be engaged to perform
““Agreed-Upon Procedures’ to verify that the gaming operation is in compliance with the
federal minimum internal control standards (MICS) set forth in 25 CFR Part 542 or a
Tribally approved variance thereto that has received Commission concurrence. The CPA
shall report each event and procedure discovered by or brought to the CPA’s attention
that the CPA believes does not satisfy the minimum standards or Tribally approved
variance that has received Commission concurrence. The “‘Agreed-Upon Procedures’’
may be performed in conjunction with the annual audit. The CPA shall report its findings
to the Nation, NGRO, and NNGE management. The NGRO shall submit two copies of
the report to the Commission within 120 days of the gaming operation’s fiscal year end.
This regulation is intended to communicate the Commission’s position on the minimum
agreed-upon procedures to be performed by the CPA. Throughout these regulations, the
CPA’s engagement and reporting are based on Statements on Standards for Attestation
Engagements (SSAEs) in effect as of December 31, 2003, specifically SSAE 10
(““‘Revision and Recodification Agreed-Upon Procedures Engagements.’’). If future
revisions are made to the SSAEs or new SSAEs are adopted that are applicable to this
type of engagement, the CPA is to comply with any new or revised professional
standards in conducting engagements pursuant to these regulations and the issuance of
the agreed-upon procedures report. The CPA shall perform the ‘“Agreed-Upon
Procedures’’ in accordance with the following:

(1) As a prerequisite to the evaluation of the gaming operation’s internal
control systems, it is recommended that the CPA obtain and review an
organization chart depicting segregation of functions and responsibilities, a
description of the duties and responsibilities of each position shown on the
organization chart, and an accurate, detailed narrative description of the gaming
operation’s procedures in effect that demonstrate compliance.

(i) Complete the CPA NIGC MICS Compliance checklists or other
comparable testing procedures. The checklists should measure compliance on a
sampling basis by performing walkthroughs, observations and substantive testing.
The CPA shall complete separate checklists for each gaming revenue center, cage
and credit, internal audit, surveillance, information technology and
complimentary services or items. All questions on each applicable checklist
should be completed. Work-paper references are suggested for all ‘‘no’’
responses for the results obtained during testing (unless a note in the ‘“W/P Ref””’
can explain the exception).



(i)  The CPA shall perform, at a minimum, the following procedures in
conjunction with the completion of the checklists:

(A) At least one unannounced observation of each of the following:
Gaming machine coin drop, gaming machine currency acceptor drop, table
games drop, gaming machine coin count, gaming machine currency
acceptor count, and table games count. The AICPA’s ‘‘Audits of
Casinos’’ Audit and Accounting Guide states that ‘‘observations of
operations in the casino cage and count room should not be announced in
advance * * *’” For purposes of these procedures, ‘ ‘unannounced’ means
that no officers, directors, or employees are given advance information
regarding the dates or times of such observations. The independent
accountant should make arrangements with the gaming operation and
Tribal gaming regulatory authority to ensure proper identification of the
CPA’s personnel and to provide for their prompt access to the count
rooms.

(1) The gaming machine coin count observation would include
a weigh scale test of all denominations using pre-counted coin. The
count would be in process when these tests are performed, and
would be conducted prior to the commencement of any other walk-
through procedures. For computerized weigh scales, the test can be
conducted at the conclusion of the count, but before the final totals
are generated.

(2) The checklists should provide for drop/count observations,
inclusive of hard drop/count, soft drop/count and currency acceptor
drop/count. The count room would not be entered until the count is
in process and the CPA would not leave the room until the monies
have been counted and verified to the count sheet by the CPA and
accepted into accountability. If the drop teams are unaware of the
drop observations and the count observations would be
unexpected, the hard count and soft count rooms may be entered
simultaneously. Additionally, if the gaming machine currency
acceptor count begins immediately after the table games count in
the same location, by the same count team, and using the same
equipment, the currency acceptor count observation can be
conducted on the same day as the table games count observation,
provided the CPA remains until monies are transferred to the vault/
cashier.

(B)  Observations of the gaming operation’s employees as they perform
their duties.

(C)  Interviews with the gaming operation’s employees who perform
the relevant procedures.



)

(D)  Compliance testing of various documents relevant to the
procedures. The scope of such testing should be indicated on the checklist
where applicable.

(E)  For new gaming operations that have been in operation for three
months or less at the end of their business year, performance of this

regulation, section 542.3(f), is not required for the partial period.

Alternatively, at the discretion of the Tribe, the Tribe may engage an independent

certified public accountant (CPA) to perform the testing, observations and procedures
reflected in paragraphs (f)(1)(i), (ii), and (iii) of this section utilizing the Tribal internal
control standards adopted by the NGRO or approved variance that has received
Commission concurrence. Accordingly, the CPA will verify compliance by the gaming
operation with these regulations. Should the Tribe elect this alternative, as a prerequisite,
the CPA will perform the following:

3)

(1) The CPA shall compare the Tribal internal control standards to the MICS
to ascertain whether the criteria set forth in the MICS or Commission approved
variances are adequately addressed.

(i)  The CPA may utilize personnel of the NGRO to cross-reference the Tribal
internal control standards to the MICS, provided the CPA performs a review of
the NGRO’s work and assumes complete responsibility for the proper completion
of the work product.

(i)  The CPA shall report each procedure discovered by or brought to the
CPA'’s attention that the CPA believes does not satisfy paragraph (f)(2)(i) of this
section.

Reliance on Internal Auditors.

(1) The CPA may rely on the work of an internal auditor, to the extent
allowed by the professional standards, for the performance of the recommended
procedures specified in paragraphs (f)(1)(ii1)(B), (C), and (D) of this section, and
for the completion of the checklists as they relate to the procedures covered
therein provided that the internal audit department can demonstrate to the
satisfaction of the CPA that the requirements contained within § 542.22, 542.32,
or 542.42, as applicable, have been satisfied.

(i)  Agreed-upon procedures are to be performed by the CPA to determine that
the internal audit procedures performed for a past 12-month period (includes two
6-month periods) encompassing a portion or all of the most recent business year
has been properly completed. The CPA will apply the following Agreed-Upon
Procedures to the gaming operation’s written assertion:



(A)  Obtain internal audit department work-papers completed for a 12-
month period (includes two 6-month periods) encompassing a portion or
all of the most recent business year and determine whether the CPA NIGC
MICS Compliance Checklists or other comparable testing procedures were
included in the internal audit workpapers and all steps described in the
checklists were initialed or signed by an internal audit representative.

(B)  For the internal audit work-papers obtained in paragraph
(H(3)(i1)(A) of this section, on a sample basis, re-perform the procedures
included in CPA NIGC MICS Compliance Checklists or other comparable
testing procedures prepared by internal audit and determine if all instances
of noncompliance noted in the sample were documented as such by
internal audit. The CPA NIGC MICS Compliance Checklists or other
comparable testing procedures for the applicable Drop and Count
procedures are not included in the sample re-performance of procedures
because the CPA is required to perform the drop and count observations as
required under paragraph (f)(1)(iii)(A) of this section of the Agreed-Upon
Procedures. The CPA’s sample should comprise a minimum of 3 percent
of the procedures required in each CPA NIGC MICS Compliance
Checklist or other comparable testing procedures for the gaming machine
and table game departments and 5 percent for the other departments
completed by internal audit in compliance with the internal audit MICS.
The reperformance of procedures is performed as follows:

(1) For inquiries, the CPA should either speak with the same
individual or an individual of the same job position as the internal
auditor did for the procedure indicated in their checklist.

(2) For observations, the CPA should observe the same process
as the internal auditor did for the procedure as indicated in their
checklist.

(3 For document testing, the CPA should look at the same
original document as tested by the internal auditor for the
procedure as indicated in their checklist. The CPA need only retest
the minimum sample size required in the checklist.

(C)  The CPA is to investigate and resolve any differences between
their reperformance results and the internal audit results.

(D)  Documentation is maintained for 5 years by the CPA indicating the
procedures reperformed along with the results.

(E)  When performing the procedures for paragraph (f)(3)(ii)(B) of this
section in subsequent years, the CPA must select a different sample so that



the CPA will reperform substantially all of the procedures after several
years.

(F)  Any additional procedures performed at the request of the
Commission, the NGRO or management should be included in the
Agreed-Upon Procedures report transmitted to the Commission.

(4) Report Format.

(1) The NIGC has concluded that the performance of these procedures is an
attestation engagement in which the CPA applies such Agreed-Upon Procedures
to the gaming operation’s assertion that it is in compliance with the MICS and, if
applicable under paragraph (f)(2) of this section, the Tribal internal control
standards and approved variances, provide a level of control that equals or
exceeds that of the MICS. Accordingly, the Statements on Standards for
Attestation Engagements (SSAE’s), specifically SSAE 10, issued by the Auditing
Standards Board is currently applicable. SSAE 10 provides current, pertinent
guidance regarding agreed-upon procedure engagements, and the sample report
formats included within those standards should be used, as appropriate, in the
preparation of the CPA’s agreed-upon procedures report. If future revisions are
made to this standard or new SSAEs are adopted that are applicable to this type of
engagement, the CPA is to comply with any revised professional standards in
issuing their agreed upon procedures report. The Commission will provide an
Example Report and Letter Formats upon request that may be used and contain all
of the information discussed below:

(A)  The report must describe all instances of procedural
noncompliance regardless of materiality) with the MICS or approved
variations, and all instances where the NGRO’s regulations do not comply
with the MICS. When describing the agreed-upon procedures performed,
the CPA should also indicate whether procedures performed by other
individuals were utilized to substitute for the procedures required to be
performed by the CPA. For each instance of noncompliance noted in the
CPA’s agreed-upon procedures report, the following information must be
included:

(1) The citation of the applicable MICS for which the instance
of noncompliance was noted.

(2) A narrative description of the noncompliance, including the
number of exceptions and sample size tested.

5 Report Submission Requirements.

(1) The CPA shall prepare a report of the findings for the Nation, the NGRO,
and NNGE management. The NGRO shall submit 2 copies of the report to the



Commission no later than 120 days after the gaming operation’s business year
end. This report should be provided in addition to any other reports required to be
submitted to the Commission.
(i1) The CPA should maintain the work-papers supporting the report for a
minimum of five years. Digital storage is acceptable. The Commission may
request access to these work-papers, through the NGRO.
(6) CPA NIGC MICS Compliance Checklists. In connection with the CPA testing
pursuant to this section and as referenced therein, the Commission will provide CPA
MICS Compliance Checklists upon request.
(g) Reserved.
Sec. 542.6 Do these regulations apply to small and charitable gaming operations?
(a) Small gaming operations. This Title shall apply to small gaming operations unless:

(1) The NGRO permits the operation to be exempt from this part;

(2) The annual gross gaming revenue of the operation does not exceed $1 million;
and

3) The gaming operation develops and the NGRO has approved procedures that:
(1) Protect the integrity of games offered; and
(i1) Safeguard the assets used in connection with the operation.
(b) Reserved.

(c) Independent operators. Nothing in this section shall exempt gaming operations
conducted by independent operators for the benefit of a charitable organization.

Sec. 542.18 How does a gaming operation apply for a variance from the standards of this
regulation?

(a) NGRO approval.

(1) The NGRO may approve a variance for a gaming operation if it has determined
that the variance will achieve a level of control sufficient to accomplish the purpose of
the standard it is to replace.

(2) For each enumerated standard for which the NGRO approves a variance, it shall
submit to the Chairman of the NIGC, within thirty (30) days, a detailed report, which
shall include the following:



(1) A detailed description of the variance;

(i)  An explanation of how the variance achieves a level of control sufficient
to accomplish the purpose of the standard it is to replace; and

(ii)  Evidence that the NGRO has approved the variance.
3) In the event that the NGRO chooses to submit a variance request directly to the

Chairman, it may do so without the approval requirement set forth in paragraph (a)(2)(iii)
of this section and such request shall be deemed as having been approved by the NGRO.

Sec. 542.19 What are the minimum internal control standards for accounting?

(a)

Each gaming operation shall prepare accurate, complete, legible, and permanent records

of all transactions pertaining to revenue and gaming activities.

(b)

Each gaming operation shall prepare general accounting records according to Generally

Accepted Accounting Principles on a double-entry system of accounting, maintaining detailed,
supporting, subsidiary records, including, but not limited to:

(c)

(1) Detailed records identifying revenues, expenses, assets, liabilities, and equity for
each gaming operation;

2) Detailed records of all markers, IOU's, returned checks, hold checks, or other
similar credit instruments;

3) Individual and statistical game records to reflect statistical drop, statistical win,
and the percentage of statistical win to statistical drop by each table game, and to reflect
statistical drop, statistical win, and the percentage of statistical win to statistical drop for
each type of table game, by shift, by day, cumulative month-to-date and year-to-date, and
individual and statistical game records reflecting similar information for all other games;

(4) Gaming machine analysis reports which, by each machine, compare actual hold
percentages to theoretical hold percentages;

(5) The records required by NIGC and by the Tribal internal control standards;

(6) Journal entries prepared by the gaming operation and by its independent
accountants; and

(7)  Any other records specifically required to be maintained.

Each gaming operation shall establish administrative and accounting procedures for the

purpose of determining effective control over a gaming operation's fiscal affairs. The procedures
shall be designed to reasonably ensure that:



(d)

(1) Assets are safeguarded;
(2) Financial records are accurate and reliable;

3) Transactions are performed only in accordance with management's general and
specific authorization;

4) Transactions are recorded adequately to permit proper reporting of gaming
revenue and of fees and taxes, and to maintain accountability of assets;

(5) Recorded accountability for assets is compared with actual assets at reasonable
intervals, and appropriate action is taken with respect to any discrepancies; and

(6) Functions, duties, and responsibilities are appropriately segregated in accordance
with sound business practices.

Gross gaming revenue computations.

(D) For table games, gross revenue equals the closing table bankroll, plus credit slips
for cash, chips, tokens or personal/payroll checks returned to the cage, plus drop, less
opening table bankroll and fills to the table, and money transfers issued from the game
through the use of a cashless wagering system.

(2) For gaming machines, gross revenue equals drop, less fills, jackpot payouts and
personal property awarded to patrons as gambling winnings. Additionally, the initial
hopper load is not a fill and does not affect gross revenue. The difference between the
initial hopper load and the total amount that is in the hopper at the end of the gaming
operation's fiscal year should be adjusted accordingly as an addition to or subtraction
from the drop for the year.

3) For each counter game, gross revenue equals:

(1) The money accepted by the gaming operation on events or games that
occur during the month or will occur in subsequent months, less money paid out
during the month to patrons on winning wagers (" "cash basis"); or

(i1) The money accepted by the gaming operation on events or games that
occur during the month, plus money, not previously included in gross revenue,
that was accepted by the gaming operation in previous months on events or games
occurring in the month, less money paid out during the month to patrons as
winning wagers (" ‘modified accrual basis").

4) For each card game and any other game in which the gaming operation is not a
party to a wager, gross revenue equals all money received by the operation as
compensation for conducting the game.



(1) A gaming operation shall not include either shill win or loss in gross
revenue computations.

(i1) In computing gross revenue for gaming machines, keno and bingo, the
actual cost to the gaming operation of any personal property distributed as losses
to patrons may be deducted from winnings (other than costs of travel, lodging,
services, food, and beverages), if the gaming operation maintains detailed
documents supporting the deduction.

(e) Each gaming operation shall establish internal control systems sufficient to ensure that
currency (other than tips or gratuities) received from a patron in the gaming area is promptly
placed in a locked box in the table, or, in the case of a cashier, in the appropriate place in the
cashier's cage, or on those games which do not have a locked drop box, or on card game tables,
in an appropriate place on the table, in the cash register or in another approved repository.

® If the gaming operation provides periodic payments to satisfy a payout resulting from a
wager, the initial installment payment, when paid, and the actual cost of a payment plan, which is
funded by the gaming operation, may be deducted from winnings. The gaming operation is
required to obtain the approval of all payment plans from the NGRO. For any funding method
which merely guarantees the gaming operation's performance, and under which the gaming
operation makes payments out of cash flow (e.g. irrevocable letters of credits, surety bonds, or
other similar methods), the gaming operation may only deduct such payments when paid to the
patron.

(2) For payouts by wide-area progressive gaming machine systems, a gaming operation may
deduct from winnings only its pro rata share of a wide-area gaming machine system payout.

(h) Cash-out tickets issued at a gaming machine or gaming device shall be deducted from
gross revenue as jackpot payouts in the month the tickets are issued by the gaming machine or
gaming device. Tickets deducted from gross revenue that are not redeemed within a period, not
to exceed 180 days of issuance, shall be included in gross revenue. An unredeemed ticket
previously included in gross revenue may be deducted from gross revenue in the month
redeemed.

(1) A gaming operation may not deduct from gross revenues the unpaid balance of a credit
instrument extended for purposes other than gaming.

() A gaming operation may deduct from gross revenue the unpaid balance of a credit
instrument if the gaming operation documents, or otherwise keeps detailed records of,
compliance with the following requirements. Such records confirming compliance shall be made
available to the NGRO or the Commission upon request:

(1) The gaming operation can document that the credit extended was for gaming
purposes;

10



(k)

2) The gaming operation has established procedures and relevant criteria to evaluate
a patron's credit reputation or financial resources and to then determine that there is a
reasonable basis for extending credit in the amount or sum placed at the patron's disposal;

(3)  In the case of personal checks, the gaming operation has established procedures to
examine documentation, which would normally be acceptable as a type of identification
when cashing checks, and has recorded the patron's bank check guarantee card number or
credit card number, or has satisfied paragraph (j)(2) of this section, as management may
deem appropriate for the check-cashing authorization granted;

(4) In the case of third-party checks for which cash, chips, or tokens have been issued
to the patron, or which were accepted in payment of another credit instrument, the
gaming operation has established procedures to examine documentation, normally
accepted as a means of identification when cashing checks, and has, for the check's maker
or drawer, satisfied paragraph (j)(2) of this section, as management may deem
appropriate for the check-cashing authorization granted;

(5) In the case of guaranteed drafts, procedures should be established to ensure
compliance with the issuance and acceptance procedures prescribed by the issuer;

(6) The gaming operation has established procedures to ensure that the credit
extended is appropriately documented, not least of which would be the patron's
identification and signature attesting to the authenticity of the individual credit
transactions. The authorizing signature shall be obtained at the time credit is extended.

(7) The gaming operation has established procedures to effectively document its
attempt to collect the full amount of the debt. Such documentation would include, but not
be limited to, letters sent to the patron, logs of personal or telephone conversations, proof
of presentation of the credit instrument to the patron's bank for collection, settlement
agreements, or other documents which demonstrate that the gaming operation has made a
good faith attempt to collect the full amount of the debt. Such records documenting
collection efforts shall be made available to the TGRA or the commission upon request.

Maintenance and preservation of books, records and documents.

(1) All original books, records and documents pertaining to the conduct of wagering
activities shall be retained by a gaming operation in accordance with the following
schedule. A record that summarizes gaming transactions is sufficient, provided that all
documents containing an original signature(s) attesting to the accuracy of a gaming
related transaction are independently preserved. Original books, records or documents
shall not include copies of originals, except for copies that contain original comments or
notations on parts of multi-part forms. The following original books, records and
documents shall be retained by a gaming operation for a minimum of five (5) years:

(1) Casino cage documents;
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(i1) Documentation supporting the calculation of table game win;

(i)  Documentation supporting the calculation of gaming machine win;

(iv)  Documentation supporting the calculation of revenue received from the
games of keno, pari-mutuel, bingo, pull-tabs, card games, and all other gaming
activities offered by the gaming operation;

(v) Table games statistical analysis reports;

(vi)  Gaming machine statistical analysis reports;

(vil)  Bingo, pull-tab, keno and pari-mutuel wagering statistical reports;

(viii) Internal audit documentation and reports;

(ix)  Documentation supporting the write-off of gaming credit instruments and
named credit instruments;

(x) All other books, records and documents pertaining to the conduct of
wagering activities that contain original signature(s) attesting to the accuracy of
the gaming related transaction.

2) Unless otherwise specified in this part, all other books, records, and documents
shall be retained until such time as the accounting records have been audited by the
gaming operation's independent certified public accountants.

3) The above definition shall apply without regards to the medium by which the
book, record or document is generated or maintained (paper, computer-generated,
magnetic media, etc.).

Sec. 542.20 — 542.39 are hereby repealed and reserved.

Sec. 542.41 is amended as follows:

®

Gaming machine computerized key security systems.

(1) Computerized key security systems which restrict access to the gaming machine
drop and count keys through the use of passwords, keys or other means, other than a key
custodian, must provide the same degree of control as indicated in the aforementioned
key control standards; refer to paragraphs (1), (0), (q) and (s) of this section. Note: This
standard does not apply to the system administrator. The system administrator is defined
in paragraph (t)(2)(i) of this section.

(2) For computerized key security systems, the following additional gaming machine
key control procedures apply:

12



3)

(1) Management personnel independent of the gaming machine department
assign and control user access to keys in the computerized key security system
(i.e., system administrator) to ensure that gaming machine drop and count keys
are restricted to authorized employees.

(i) In the event of an emergency or the key box is inoperable, access to the
emergency manual key(s) (a.k.a. override key), used to access the box containing
the gaming machine drop and count keys, requires the physical involvement of at
least three persons from separate departments, including management. The date,
time, and reason for access, must be documented with the signatures of all
participating employees signing out/in the emergency manual key(s).

(i)  The custody of the keys issued pursuant to paragraph (t)(2)(ii) of this
section requires the presence of two persons from separate departments from the
time of their issuance until the time of their return.

(iv)  Routine physical maintenance that requires accessing the emergency
manual key(s) (override key) and does not involve the accessing of the gaming
machine drop and count keys, only requires the presence of two persons from
separate departments. The date, time and reason for access must be documented
with the signatures of all participating employees signing out/in the emergency
manual key(s).

For computerized key security systems controlling access to gaming machine

drop and count keys, accounting/audit personnel, independent of the system
administrator, will perform the following procedures:

(1) Daily, review the report generated by the computerized key security
system indicating the transactions performed by the individual(s) that adds,
deletes, and changes user's access within the system (i.e., system administrator).
Determine whether the transactions completed by the system administrator
provide an adequate control over the access to the gaming machine drop and
count keys. Also, determine whether any gaming machine drop and count key(s)
removed or returned to the key cabinet by the system administrator was properly
authorized.

(i) For at least one day each month, review the report generated by the
computerized key security system indicating all transactions performed to
determine whether any unusual gaming machine drop and count key removals or
key returns occurred.

(i) At least quarterly, review a sample of users that are assigned access to the

gaming machine drop and count keys to determine that their access to the
assigned keys is adequate relative to their job position.

13



(w)

(iv)  All noted improper transactions or unusual occurrences are investigated
with the results documented.

4) Quarterly, an inventory of all count room, drop box release, storage rack and
contents keys is performed, and reconciled to records of keys made, issued, and
destroyed. Investigations are performed for all keys unaccounted for, with the
investigation being documented.

Table games computerized key security systems.

(1) Computerized key security systems which restrict access to the table game drop
and count keys through the use of passwords, keys or other means, other than a key
custodian, must provide the same degree of control as indicated in the aforementioned
key control standards; refer to paragraphs (m), (n), (p) and (r) of this section. Note: This
standard does not apply to the system administrator. The system administrator is defined
in paragraph (u)(2)(ii) of this section.

(2) For computerized key security systems, the following additional table game key
control procedures apply:

(1) Management personnel independent of the table game department assign
and control user access to keys in the computerized key security system (i.e.,
system administrator) to ensure that table game drop and count keys are restricted
to authorized employees.

(i) In the event of an emergency or the key box is inoperable, access to the
emergency manual key(s) (a.k.a. override key), used to access the box containing
the table game drop and count keys, requires the physical involvement of at least
three persons from separate departments, including management. The date, time,
and reason for access, must be documented with the signatures of all participating
employees signing out/in the emergency manual key(s).

(ii1)  The custody of the keys issued pursuant to paragraph (u)(2)(ii) of this
section requires the presence of two persons from separate departments from the
time of their issuance until the time of their return.

(iv)  Routine physical maintenance that requires accessing the emergency
manual key(s) (override key) and does not involve the accessing of the table
games drop and count keys, only requires the presence of two persons from
separate departments. The date, time and reason for access must be documented
with the signatures of all participating employees signing out/in the emergency
manual key(s).

3) For computerized key security systems controlling access to table games drop and

count keys, accounting/audit personnel, independent of the system administrator, will
perform the following procedures:

14



(tv)

(8w)

(¥x)

(1) Daily, review the report generated by the computerized key security
system indicating the transactions performed by the individual(s) that adds,
deletes, and changes user's access within the system (i.e., system administrator).
Determine whether the transactions completed by the system administrator
provide an adequate control over the access to the table games drop and count
keys. Also, determine whether any table games drop and count key(s) removed or
returned to the key cabinet by the system administrator was properly authorized.

(i) For at least one day each month, review the report generated by the
computerized key security system indicating all transactions performed to
determine whether any unusual table games drop and count key removals or key
returns occurred.

(i) At least quarterly, review a sample of users that are assigned access to the
table games drop and count keys to determine that their access to the assigned
keys is adequate relative to their job position.

(iv)  All noted improper transactions or unusual occurrences are investigated
with the results documented.

4) Quarterly, an inventory of all count room, table game drop box release, storage
rack and contents keys is performed, and reconciled to records of keys made, issued, and
destroyed. Investigations are performed for all keys unaccounted for, with the
investigations being documented.

Emergency drop procedures

* * *

Equipment standards for gaming machine count

* * *

Equipment standards for gaming machine soft count

* * *

Sec. 542.43 is hereby repealed and reserved.

15



